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• Intrusion Detection & Prevention • Antispam
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Need for Proactive Protection
As security threats evolve and become more sophisticated, traditional security technologies are simply not working. To
protect against blended attacks, viruses, worms, Trojans, spyware, Phishing and other harmful traffic, Fortinet developed the
FortiGate Unified Threat Management security platforms with the latest cutting edge technology to proactively identify and
stop new generation threats.

Combined with Fortinet’s FortiGuard Antivirus, Intrusion Detection & Prevention, Web Filtering and Antispam automated
security subscription services, keeping up-to-date with the latest security threats have never been easier. FortiGuard security
services are created, updated and managed by a global team of Fortinet security professionals that are working around the
clock seven days a week to ensure that the latest attacks are detected and blocked before they can harm your corporate
resources or infect your end-user computing devices.

The Fortinet Commitment - Setting a Higher Standard
Each FortiGuard security service is created with the latest security technology and designed to operate with the lowest
possible operational costs with per-box licensing fees to offer unparalleled value. With Fortinet Security Services enabled,
customers can rest assured that their FortiGate security platforms are performing optimally and protecting their corporate
assets with the latest security technology at the best possible price.

Features:
• 4 unique subscription services • Simple, low cost per-box licensing
• Comprehensive Security Offerings • Global service and Support Infrastructure
• Industrial strength security functions • Industry Leading “Low total cost of ownership”
• Continually updated against threats • 360° Protection & Visibility
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Having the latest virus detection signatures and heuristic engines is critical to stopping the latest breed
of blended threats, viruses, worms, Trojans and other harmful malicious code. Fortinet’s FortiGuard
Antivirus provides fully automated protection for FortiGate Antivirus Firewalls and keeps them fully up-
to-date with the latest antivirus defenses against network-based threats.  With 10 global locations,
access to critical updates is guaranteed fast and reliable.

Features & Benefits
Automated Updates Keeps defenses up-to-date with the latest virus, spyware, and heuristic detection engines.
Proactive Threat Library Complete protection against all Wild List threats and thousands of popular operating system

and application vulnerabilities.
Simple Setup Fast implementation with no ongoing overhead for true “set and forget” functionality.
Two-Way Updates Both Push and Pull updates provide the fastest possible update times.
Chassis Licensing Significantly lowers entry cost and ongoing maintenance costs year over year.

Network attacks and threats originate from many sources and having just antivirus protection is no
longer adequate in protecting mission critical networks. Fortinet’s FortiGuard Intrusion Detection &
Prevention (IDP) arms FortiGate customers with the latest defenses against stealthy malicious and
suspicious network activity. Fortinet security specialists work with worldwide organizations around the
clock to isolate the latest application and OS vulnerabilities – creating the latest detection and prevention
technologies to keep customers one step ahead of the attackers.

Features & Benefits
Automated Updates Keeps intrusion detection and prevention defenses up-to-date with the latest attack

signatures and detection engines.
Comprehensive IDP Library Over 1400 signatures and the latest anomaly inspection, deep packet inspection, full content

inspection, and activity inspection engines proactively updated on a daily bases.
Flexible Policies Full control of all attack detection methods to suite the most demanding security applications.
Two-Way Updates Both Push and Pull methods are supported to provide the fastest possible update times.
Chassis Licensing Significantly lowers entry cost and ongoing maintenance costs year over year.

FortiGuard Intrusion Detection & Prevention Service

Surfing the internet has become a critical part of conducting business and often a requirement for
governement and educational institutions, however inappropriate Internet usage has led to lower
productivity, inappropriate use of company resources, harassment, legal liability, and human
resource issues. Fortinet’s FortiGuard Web Filtering Service regulate and provide valuable insight
into all web activities allowing customers to meet new Government Regulations, Educational
Compliance, HR Policies and Corporate Internet Usage Policies.  With 56 web content categories,
over 25 million rated domains, more than 2 billion web pages, FortiGuard Web Filtering Service is
the one of the industry’s most accurate integrated web filtering services.

Features & Benefits
Granular Blocking & Filtering Provides fast and easy way to select Web categories to allow, log, or block.
Comprehensive URL Database High accuracy and with greater rate of effectiveness over competitors.
Chassis Licensing Low implementation cost with no per-user operational costs means significant cost savings.
FortiGate Integration Absolutely no additional hardware or software required.
Easy Setup Get up and running in minutes with minimal ongoing operational support.

FortiGuard Web Filtering Service
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The volume of spam email is increasing globally year over year and spam email is becoming the majority of
all email received. Fortinet’s FortiGuard Antispam Service is designed to significantly eliminate the amount
of “obvious spam” before it affects network resources. Using the latest dual pass detection methods, spam
detection capabilities are greatly enhanced over standard RBL and other content based detection methods.
With a collection of global spam probes, Fortinet security professionals develop and maintain accurate lists
of spammers and spam content that contain millions of spam detection entries. FortiGuard Antispam quickly
eliminates spam to reduce the workload on corporate email servers, decreases time employees spend
sorting spam, and reduces harmful email messages from entering the corporate network.

Features & Benefits
Dual Pass Detection Significantly reduces the volume of spam email at the perimeter before it
Technology enters the corporate network, significantly reducing email attacks, infections

and the number of irritating email.
Customizable Policies Extreme flexibility with ability to set antispam filtering policies for each interface,

department, or group of users.
Chassis Licensing No per-user licensing costs results in significantly lower operational and capital cost when

compared to other similar RBL type services.
Simple Setup FortiGuard Antispam simplifies the task of implementing antispam technology with just a

few clicks of your mouse.
Flexible Deployment Can be enabled on FortiGate and FortiMail systems.

FortiGuard Antispam Service

FortiGuard Security Service Matrix

Fortinet security products and services have gained the admiration of every business vertical ranging from small home
office to Fortune 1000 companies and global service providers.

* = Supported, N/A = Not Available
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To discover how Fortinet security solutions can help protect your environment,
please contact one of our security specialists today.


